ED LAW 2D

Overview of Data Security and
Personally Identifiable Information

‘A YEAR IN
DATA
PLANNING'



| ]
... ..

.Personally Identifiable
Information (PII)

« NAME

« NAME OF THE PARENT OR OTHER FAMILY
MEMBERS

- ADDRESS OF THE STUDENT OR
STUDENT’S FAMILY

« PERSONAL IDENTIFIERS

o SOCIAL SECURITY NUMBER
o STUDENT NUMBER

o BIOMETRIC RECORD

« OTHER INDIRECT IDENTIFIERS
- DATE OF BIRTH

« PLACE OF BIRTH

« MOTHER’S MAIDEN NAME

EDUCATION LAW 82-D
REQUIREMENTS

PIl PRIVACY
STANDARDS

THE PRIVACY AND

SECURITY REQUIREMENTS

WITHIN EDUCATION LAW

§2-D MATCH THOSE
OUTLINED WITHIN THE
FAMILY EDUCATIONAL
RIGHTS AND PRIVACY
ACT (FERPA)
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Personally Identlflab
Information (PII)

Minimum standard of
protection

INFORMATION ALONE OR IN
COMBINATION IS LINKED OR
LINKABLE TO A SPECIFIC STUDENT
THAT WOULD ALLOW A REASONABLE
PERSON IN THE SCHOOL
COMMUNITY, WHO DOES NOT HAVE
PERSONAL KNOWLEDGE OF THE
RELEVANT CIRCUMSTANCES, TO
IDENTIFY THE STUDENT WITH
REASONABLE CERTAINTY
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.Personally Identifiable
Information (PII)

Pll Release Requirements

EVERY USE OF PIl BY THE
EDUCATIONAL AGENCY SHALL
BENEFIT STUDENTS AND THE
EDUCATIONAL AGENCY (IMPROVE
ACADEMIC ACHIEVEMENT, EMPOWER
PARENTS AND STUDENTS WITH
INFORMATION AND/OR ADVANCE
EFFICIENT AND EFFECTIVE SCHOOL
OPERATIONS)
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THE PRIVACY AND
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Data Protection Officer

e THE NEW LAW REQUIRES EVERY
DISTRICT TO DESIGNATE AT LEAST
ONE EMPLOYEE OF THAT TO BE
THEIR DATA PROTECTION OFFICER

e THESE INDIVIDUALS WILL BE
REQUIRED TO IMPLEMENT THE
POLICIES REQUIRED BY ED LAW §2-
D AND SERVE AS THE POINT OF
CONTACT FOR DATA SECURITY AND
PRIVACY MATTERS




